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HacTtponka bpanamayspa ¢ nomowbio UFW
Ubuntu Server

BBepeHue

HacTpoinka paboTtatowero bpaHaMayspa UMeeT peLlatoee 3Ha4eHne 4114 3alMTbl Ballero
obnayHoro cepsepa. PaHblle HacTpoika bpaHaMay3pa BbINOJHANACH C MOMOLLBIO CIOXHbIX UK
HEMOHATHbLIX YTUANT. MHOrme 13 3aTux yTunnT (Hanpumep, iptables) MelT MHOXeCTBO BCTPOEHHbIX
(OyHKLMI, HO TpebytoT OT NONb30BaTeNsd AONOJHUTENbHBIX YCUANA ANF UX N3YHEHUS U MOHUMaHWS.

Opyron BapnaHT — UFW , nnu HecnoxHblh MexceTeBon 3kpaH . UFW — 370 nHTepdeic, Lenbio
iptableskoToporo sasnsetca obecneyeHne bonee ynobHoro nHTepgenca, Yem y apyrux yTunmT
ynpasneHus bpanamayspom. UFW xopoluo nogaepxusaetca coobuwectsom Linux n 06bI4HO
yCTaHaBAMBAETCA MO YMOYAHMWIO BO MHOrUX ANCTpubyTmBax.

B 3TOoM pykoBoACTBe Bbl HacTpouTe bpaHamay3p ¢ nomouibio UFW ans 3awmTbl 061a4HOro cepeepa
Ubuntu nnun Debian. Bbl TakXxe y3HaeTe, Kak HacTpouTb npasuna UFW no ymonyaHuto, 4Tobsl
paspeLwmnTb UK 3anpeTuTb CoOefUHEeHNa 415 NOpToB U IP-aapecos, yaaanTb CO34aHHbIE BaMU
npasuna, OTKAKYUTb 1 BKIOYMTE UFW, a Takxxe cOpocuTb BCE HAaCTPOMKM 0BpaTHO K HAaCTPOMKaM o
YMOJI4aHWI0, eC/IN Bbl MpeanoYynTaeTe.

MpepBapuTenbHble YCOBUSA

YT106bI CNlef0BaTb 3TOMY PYKOBOACTBY, BaM MOHagobuTcs cepsep nog ynpasneHnem Ubuntu nnn
Debian. Ha BawwemM cepsepe fomkeH bbiTb Nonb3oBaTenb 6€3 NosHOMOYNIA root ¢ NnpuBMaernamm
sudo. YTobbl HacTponTb 3TO Ans Ubuntu, cnefynTte HaweMy pyKOBOLCTBY MO HaYaslbHOW HAaCTPOMKe
cepsepa ¢ Ubuntu 20.04 . YTobbl HacTponTb 3T0 And Debian, cnenynTe HalweMy pyKoBOACTBY MO
Ha4YasbHOW HacTpounKe cepeepa ¢ Debian 11 . O6a 3TX pyKOBOACTBA MO Ha4abHOM HAaCTPOMKe
cepBepa rapaHTMpPYIOT, YTO Ha BalLeM KoMMbloTepe ycTaHoBaeH UFW 1 4To y Bac ecTb 6e3onacHas
cpena, KOTOPYIO Bbl MOXKETEe MCMOoJIb30BaTh 419 MPaKTUKK CO3AaHUs npasun bpaHaMayapa.

YctaHoBka UFW

Mo ymonyaHmio HadmHaa ¢ Ubuntu 18.04 nporpamMma nocTtaBnseTcsa ¢ yctaHoneHHon UFW. OgHako,
Ans 6onee paHHUX CUCTEM, Bbl AO/KHbI BbIMOJHUTL KOMaHAY HUXeE

apt-get install ufw
Ina Toro, 4Tobbl NpoBepuTh, ABAseTca am UFW 3anyLieHHbIM:

systemctl status ufw
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YT06bI MPOBEPUTD, ABASETCSA I OH aKTUBHbLIM U HEAKTUBHbIM
sudo ufw status

EC/in OH aKTMBEH, Bbl NnoJlydynTe BbIBOJ HNXKE

m |'I.;

Y106kl BKAOYMTL UFW ¢ HabopoM npaBus no yMon4aHuio, 3anycTuTe

sudo ufw enable

YT106bI OTKNOYUTL 3aMyck BpaHaMay3pa

sudo ufw disable

Ucnonb3oBaHue IPv6 ¢ UFW
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sudo nano /etc/default/ufw

GHU nano &.2 fetc/default/ufw

Mocne BHeCEHUSA N3MEHEHUI COXPaHUTE 1 BbIngMTe 13 hanna. ECam Bbl UCMOJSIb3yeTe Nano, HaXXMnUTe
CTRL + X, Y, a 3aTteM ENTER.

Tenepb nepesanycTute 6paHAMay3p, CHa4Yana OTK/OYUB €ro:

sudo ufw disable

3aTeM BKJIOYMUTE ero CHOBA:

sudo ufw enable

Baw 6paHamaysp UFW Tenepb HaCTpoeH Ans HacTponkm bpaHAMay3pa Kak ans IPv4, Tak n gns IPv6,
Korga 3To Heobxoanmo. [lanee Bbl HACTPOUTE MPaBWa N0 YMOAYAHUIO A5 NOAKIIYEHNIA K
bpaHamayapy.

HacTtpouka napametpoB UFW no ymonuyaHuio

Bbl MOXXeTe NOBbICUTb 3PHEKTUBHOCTb CBOEro bpaHaMayapa, onpenesMe npasuia no yMoa4yaHuio
A5 pa3peLleHns 1 3anpeTa noakadeHui. Mo ymonyaHuio UFW 3anpeltaeT Bce BXOAALLME
COeANHEHNs 1 pa3peLlaeT BCe UCXOoadLIMe CoeaAnHEHNs. 3TO 03HAYaeT, YTo /060N, KTO NonbITaeTcs
NOAK/IOYNTLCA K BalleMy CepBepy, He CMOXET NOAK/I0YNTLCS, B TO BPeMs Kak Jioboe NpuioxeHune
Ha CepBepe MOXET NOAKNOYNTLCS U3BHE. YToObI 0OHOBUTL NpPaBUIa NO YMOSYAHWIO, YCTAHOBJIEHHbIE
UFW, cHa4vana obpaTuTech K NpaBuy BXOAAWMUX NOAKIIIOYEHNA:

sudo ufw default deny incoming
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3aTeM obpaTUTECh K NPaBWUy UCXOAALWMNX COeANHEHWIA:
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sudo ufw default allow outgoing

Al |—| 1]
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MpuMeyaHune. Ecnm Bbl XO0TUTE BBECTM HBoslee CTpoOrme orpaHMyeHns, Bbl MOXeTe
3anpeTuTb BCE MCXOAALLME 3anpPoCkl. DTOT BapuaHT OCHOBAH Ha JINYHbIX
npennoyTeHnsax. HanpmuMep, ecnm y Bac ecTb 06Lef0CTYNHbIA 061a4HbIA CepBep, 3TO
MOXKET MOMOYb NPeaoTBPaTUTb Ntobble MOAKMOYEHNS K yaaneHHon o6ono4ke. OgHako
3TO genaetT Baw bpaHamayap 6onee rpoMo3aKMM B ynpaBieHnW, MOCKObKY BaM TakXe
npuAaeTcs yCTaHaBAMBaTL NpaBuia 4189 BCEX MCXOAALLNX COeANHEHUN. Bbl MOoXeTe
YCTAHOBWTb 3TO 3HAY€HMEe MO YMOHaHWIO, BbINOJIHUB Clieaytowmne OenCTBuA:

sudo ufw default deny outgoing

Pa3pewieHue nopkao4yeHn K Opangmayaspy

PaspelweHune noaknoyeHnn TpebyeT namMmeHeHnsa npasun bpaHaMayapa, 4TO MOXHO CAenaTb, BBEAS
KOMaHZbl B TepMUHane. Hanpumep, ecam Bbl cenyvac BkaYnTe bpaHamayap, OH 3aNpeTuT Bce
BXOoAsLWmMe coegmHeHmns. Ecam Bbl NOOKNOYEHbI K CBOEMY CcepBepy Yepes SSH, 3T1o byaeT npobnemon,
MOCKOJIbKY Bbl byfeTe 3abn0KMpoBaHbl Ha CBoeM cepBepe. YTobbl 3TOr0 He MPOU30LLIIO0, BKIOHYUTE
SSH-nopkno4eHns K BallemMy cepeepy:

sudo ufw allow ssh

Ecnu Bawn n3MeHeHMs NPoLLIN yCNeLwHo, Bbl MoJiy4ynTe CJ'Ie)J,yIOLLI,I/II7I BbIBOA:

UFW nocTaBnsieTCcs C HEKOTOPLIMU HAaCTPOMNKaMK MO YMOHaHUIO, TaKUMK KaK sshkomaHaa,
MNCNOJIb30BaHHasA B NpeabiayLweM npumepe. AnbTePHAaTUBHO Bbl MOXETE pa3peLllnTb BXoadwme
NOAK/OYEHNS K NOPTY 22/tCp, KOTOPLIA NCNOSIb3YEeT NPOTOKO ynpasaeHusa nepegaden (TCP) ons
LOCTUXKEHMNA TON Xe Leu:

sudo ufw allow 22/tcp
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Ecnn Baw SSH-cepsep paboTaeT Ha NopTy 2222, Bbl MOXKETE Pa3peLllnTb COEANHEHUS C TEM XKe
CMHTAKCMCOM, HO 3aMeHNTb ero Ha nNopT 2222. ObpaTnTe BHUMaHME, YTO eC/IN Bbl UCMOJSIb3yETE
HOMep nopTa caM no cebe, 370 Takxe nosauseT tcp Ha :udp

sudo ufw allow 2222/tcp

Ecnn Bbl XOTUTE yOANUTb NpPaBuIo, 3anycTuTe

sudo ufw delete allow 2222/tcp
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3awuTta Beb-cepBepoB

YT0b6bl 3aWNTNTL BEB-CEpBEP C MOMOLbLIO NPOTOKO1a nepeaayn ¢annos (FTP), Bam Heobxoanmo
paspeLwwmnTb coeanHeHns ona nopta 80/tcp.

PaspelueHune nogknoveHnn gns nopta 80nonesHo ons seb-cepsepos, Taknx kak Apache n Nginx,
KOTOpble NpoCcnyLwmnBatoT 3anpockl HTTP-coeauHeHus. [Insg 3Toro paspeLwumnTe noAKIYEHNS K NOPTY
80/tcp:

sudo ufw allow 80/tcp

UFW 06bI4HO NnpepocTaBaseT npoguaam npasmna, Heobxoanmele ons paboTel Beb-cepsepa. B
NPOTUBHOM CNlyvae npodunn Beb-cepBepa MOXXHO coxpaHuTb Kak «WWW>» 1 0TKpPbITb Kak ftp nnn
tcp, Kak B criegyowmnx npumepax:

sudo ufw allow www

Bbl Takxe MoxeTe ncnonb3osaThb ftp nav nopt 21, 4106kl pa3pewnTs FTP-coeanHeHuns:

sudo ufw allow ftp

sudo ufw allow 21/tcp

Ina FTP-noaknto4yeHnin BaM Takxe HeobXoAnMO paspeLinTb NOAKAYeHUs ans nopta 20:

sudo ufw allow 20/tcp
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Bawwn HacTponkun 6y,uyT 3aBNCeTb OT TOro, Kakne nopThbl N CJ'Iy)K6bI BaM HY>XHO OTKPbITb, N MOXET
I'IOTpe6OBaTbCﬂ TecTumpoBaHue. He 386yﬂ,bTe TakXXe 0CTaBUTb pa3pelleHHbIM Bawe SSH-coegmHeHue.

YKa3aHue auana3oHOB nOpPTOB

Bbl Tak)xe MOXKeTe yKa3aTb Anana30oHbl MOPTOB, KOTOPbIe MOXKHO pa3peLlnTb WK 3anpeTuTb C
nomowbto UFW. 1na 3Toro Heobxoamnmo CHavana ykasaTb MNOPT B HUXXHEWN YacTu AnanasoHa, nocne
Hero NocTaBUTb ABOETO4ME ( ), @ 3aTeM yKa3aTb BEPXHU KOHEL, Anana3oHa. HakoHew, Bbl 40/KHbI
yKa3aTb, K KaKOMY MpoToKoy (nnm tcpunm udp) Bbl XOTUTE NPUMEHUTbL Npasuna.

Hanpumep, cnegyowas komaHaa paspewnt TCP-goctyn ko Bcem rnoptam ot 1000 go 2000
BKJIIOYNTESIbHO:

sudo ufw allow 1000:2000/tcp

AHanorun4yHo, cnegytowas komaHaa 3anpetut UDP-nogkatoyYeHns K Ka)xgomy nopTy oT 123400 4321:

sudo ufw deny 1234:4321/udp

Yka3aHue IP-appecoB

Bbl MOXXeTe pa3pelmnTb NOAKII0YEHNS C onpeaeneHHoro IP-agpeca, Kak NokasaHo HuUXe.
O6sa3aTenbHO 3aMeHunTe IP-agpec cBoen co6CTBEHHOWN NHOPMaLINEN:

sudo ufw allow from 192.165.1.117

3anpeT coeauHEeHUu

Ecnn Bbl XOTUTE OTKPbLITH BCE NMOPThI BaLLEro cepeepa ( 4To HE PEKOMEHAYETCS ), Bbl MOXETE
Pa3peLwnTb BCe COEVHEHMS, a 3aTEeM 3anpeTuTb Jtobble NOPThl, K KOTOPLIM Bbl HE XOTUTE
npeaocTaBnaTb AOCTYN. B cheaytolleM npuMepe nokasaHo, Kak 3anpeTuTb AOCTYN K nopTy 80:

sudo ufw deny 80/tcp
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