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NMoNUTUKa OAHOIO M TOro >XKe NPOoOUCX0XAeHus

MonMTMKa 04HOr0 U TOrO XK€ UCTOYHUKA — 3TO KPUTUYECKN Ba)KHbI MexaHn3M 6e3onacHoCTH,
KOTOprVI OrpaHN4YnBaEeT B3aMMoOencrene OOKYMEHTa Un CcueHapu4d, 3arpy>xeHHoro n3 ogHoro
NCTOYHUKa , C PECYPCOM U3 APYroro NCTo4YHnKa.

9T0 nomoraeT U30a1MpoBaTh NOTEHLMNANIbHO BPELOHOCHbIE AOKYMEHTbI, YMEeHbLUAs BO3MOXHbIE
BEKTOpPbl aTak. Hanpumep, OH He N03BONSAET BPeLOHOCHOMY Beb-canTy B IHTepHeTe 3anyckaTh JS B
bpaysepe 015 YTEHUA OAaHHbBIX U3 CTOPOHHEN CNy>Xbbl BEO-MOYTHI (B KOTOPYIO BXOAWUT MOJIb30BaTEb)
WV BHYTPEHHEN CeTM KOMMaHuM (KoTopas 3allmiieHa oT NpsIMOro A0CTyna 3/10yMblLIEHHUKA C
nomoLlblo He nMes nybanyHoro IP-agpeca) v nepefasas 3TU AaHHbIE 3/I0YMbILLNEHHUKY.

OnpepeneHue NPoucxoXxaeHus

NBa URL-afpeca nmeoT 0AMHAKOBOE MPOUCXOXAEHNE, €CNN NPOTOKOJ , NOPT (€CAnN yKa3aH) 1 XoCT
0AMHaKOBbI N5 060MX. Bbl MOXeTe YBUAETL 3TO KakK «KOPTEX CXEMbI/XOCTa/MOpTa» UAK NPocTo
«KOpTex». («kKopTexx» — 3T0 Habop 3/1eMeHTOB, KOTOPblE BMeCTe COCTaBAAT Lesioe — obLias
thopma onsg OBOMHOIr0, TPOMHOIO, YETBEPHOrO, MATEPHOIrO U T. 4.)

B cnepytowien Tabnmue npmeBeneHsl NpuMepbl CpaBHEHNS nponcxoxaeHnsa ¢ URL-agpecom
http://store.company.com/dir/page.html:

URL-appec Ucxop, MpuuuHa
http://store.company.com/dir2/other.html To xe npoucxoxaeHue |ToJIbKO MyTb OT/INYAETCH
http://store.company.com/dir/inner/another.html|To »xe nponcxoxaeHne [ToNbKO NyTb OT/IMYAETCSH
https://store.company.com/page.html OTka3 [pyron npoTokon
http://store.company.com:81/dir/page.html OTka3s e'n%;g:HnmorgTaigt:l%g:%O)
http://news.company.com/dir/page.html OTka3s Apyron xocT

YHacnepoBaHHOe NPOUCXOXAOeHue

CkpunThl, BbINOSIHAEMbIe Ha cTpaHunuax ¢ URL-agpecom about:blank unm javascript:,
HacsegyloT UCTOYHMK OOKYMeHTa, cogepxkalero 3ToT URL-agpec, nockonbKy 3T Tunel URL-agpecos
He cogep»aT UHgpopmaLum 06 NCXOQHOM cepBepe.

Hanpumep, about:blank 4acTto ncnone3syetcs kak URL-agpec HOBbIX NYCThIX BCMJIbIBAOLLMX OKOH, B
KOTOpPbIE POANTENLCKUA CKPUMT 3annCbIBAaeT KOHTEHT (HanpuMep, Yepes MexaHun3m
Window.open()). ECiv 3To BCN/ibiBaloLLEE OKHO TaKXe COAEepPXUT JavaScript, 3ToT cueHapum
yHacnenyeT TO Xe NPOUCX0XAEHME, YTO U CLLeHApPUI, KOTOPLIN ero co3aan.

data: URL-agpeca nony4atoT HOBbIN, MYCTON KOHTEKCT Be30nacHoOCTW.
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MpoucxoxpeHue pannos
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CoBpemeHHble bpay3epbl 06bIYHO pacCMaTPUBAIOT NPOMCXOXKAEHME DANJIOB, 3arPy>XaeMbIX C
ncrionb3oBaHnem file:/// cxeMmbl, Kak HEMNPO3pavyHOE NPOMCXOXKAEHME . DTO 03HaYaeT, YTO ecnn
thann BknoYaeT B ceba gpyrue annbl U3 TOM XKe nanky (CKaxkem), He NpeanonaraeTcs, YTO OHM
NPONCXOAAT U3 TOr0 XKE UCTOYHMKA 1 MOryT Bbi3BaTb owmnbku CORS.

ObpaTunTe BHMMaHMe, 410 B cneyndukauymm URL yka3zaHo, 4TO NponcxoxaeHne annos 3aBUCUT OT
peanusaumnm, 1 HekoTopble bpay3epbl MOryT paccMaTpuBaTh halibl B OOHOM 1 TOM XE KaTanore uim
nogkKaTaJsiore Kak nMmeroLime 0aNHaKoBoe NMPoOMCX0oXKLeHMe, faxKe eCsii 3TO MMeeT NocneAcTBuUA 414
Be3onacHoCTK .

N3MeHeHUe NpoucxoXxaeHus

MpenynpexaeHne. ONnUcaHHbIA 34eCb NoAX0[ (C UCMOIb30BAHUEM
document.domainycTaHoBLLMKA) YCTapes, NOCKONbKY OH NOAPbLIBAET 3aLUNUTY
6e3onacHoCTK, obecnevymBaeMyto TOW XKe NOJUTUKON MPONCXOXKIAEHUS, U YCI0XKHSAET
MOAENb MPOUCX0XAEHUS B Bpay3epax, 4TO NPUBOAMT K NpobaeMam COBMECTUMOCTU 1
ownbkam 6e3o0macHoOCTML.

u 1
.

CTpaHMUa MOXET N3MEHUTb CBOE MPONCXOXKAEHNE C HEKOTOPLIMM OrpaHnyeHnsmn. CLeHaprin MoXeT
yCTaHOBUTb 3HavyeHne document.domain Ans CBOEro TekyLlero goMeHa Wan cynepioMeHa CBOero
Tekyliero gomMeHa. Ecav ycTaHoBneH CynepAoMeH TeKyLLero AoMeHa, 6onee KOpoTKuiA cynepaoMeH
NCNoMb3yeTCcs As NPOBEPOK TOr0 XKE NMPOUCXOXAEHNS.

Hanpumep, npeanofioXuM, 4To CLeHapuii N3 LoKyMeHTa at
http://store.company.com/dir/other.html BeinonHseT cnepyoLlee:

JS

document.domain “company.com"

Mocne 3TOro CTpaHMLa MOXET NPONTU NPOBEPKY TOM0 XKE NPOUCXOXKAEHNS C MOMOLLLIO
http://company.com/dir/page.html(npun ycnosuum, 4to http://company.com/dir/page.html gna
Hee ycTaHoBseHO document.domain 3Ha4yeHne «company.com», YTobbl yKa3aTb, YTO OHa XXefnaeT
3TO pa3peLwwnTb - CM. document.domain4onoaHUTEeNbHYO HopMauuio). OgHaKo He company . com
y4anocb yCTaHOBUTb , MOCKOJIbKY 3TO He CynepLoMeH
.document.domainothercompany.comcompany.com

Homep nopTa nposepseTca bpaysepom oTaesnbHO. Jliobon Bbi3oB document.domain, Bkaoyas
document.domain = document.domain, NnpuBOAUT K Nepe3anucu HoMepa nopta Ha null.
CnepoBaTenbHO, HEBO3MOXHO NOroBOpPUTL company . com: 8080, company . com TOJIbKO YCTaHOBMB
document.domain = «company.com» nepsoe. OH Ao/KeH bbITb YCTaHOBMAEH B 0b6ounx, 4Tobbl 06a
HoMmepa nopToB 6bin null.
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MexaHu3M UMeeT HeKOTOpble orpaHuyeHns. Hanpumep, oH BbigacT «SecurityError»
DOMException, ec/iv BKOYEH UM LOKYMEHT HaXo4UTCA B M30JIMPOBAHHOM NPOrpamMMHON cpeje , 1
N3MEHeHNe NCTOYHUKA TaknM 06pa3om He BANSET Ha NPOBEPKU MPONCXOXKAEHUS, UCMONb3YyeMble
MHornmu Beb-API (Hanpumep , , , ). bonee NOAHbLIN CNNCOK CnyyYaeB cH0S MOXKHO HANTK B
Document.domain > OTka3bl. document-domain Permissions-Policy <iframe> localStorage indexedDB
BroadcastChannel SharedWorker

MpumeyaHue. Mpu ncnonb3osaHum document.domain cybaomeHa ana goctyna K
CBOEMY POAUTENbCKOMY 3/IeMeHTY Heobxoammo ycTaHoBuTb document.domain ogHO u
TO )€ 3Ha4YeHMe Kak B pOOUTESIbCKOM JOMEHE, Tak 1 B cybaomeHe. 3To Heobxoaumo,
[LaXke ec/iv nNpu 3TOM POANTENbCKMIA AOMEH BO3BPALLAETCS K MCXOAHOMY 3HAYEHMIO.
HeBbinosiHeHNe 3Toro TpeboBaHNs MOXXET NPUBECTU K OLLIMOKaM pa3peLleHns.

L]

JocTyn K CeTu U3 pa3HbiX UICTOYHUKOB

MonnMTuKa O4HOro 1 TOro XXe UCTOYHUKA KOHTPOJInpYeT B3aMMOLeNCTBE MexXay ABYMS pa3HbIMU
NCTOYHUKaMK, HanpuMmep, Koraa Bbl ncnosb3yete XMLHttpRequestunm <img>snemeHT. 3TN
B3aUMOLeNCTBNS 0ObIMHO OeNATCA Ha TPU KaTeropuu:

3anncb Mexxay NCTo4YHMKamm obbl4HO pa3pelleHa. MpuMepammn ABAAIOTCA CCbIIKK, NepeHanpaBieHns
n oTnpaekn hopM. HekoTopble HTTP-3anpockl TpebyoT npensapuTesibHON NpoBepkn . ObbI4HO
[OMycKaeTCcs BCTpauBaHMe nepekpecTHOro nponcxoxxaeHus . (Mpumepsl nepeyvncrieHbl HUxe. )
YTeHune 13 nepekpecTHOro NCTOYHUKA 0BbIYHO 3anpeLleHo, HO AOCTYN 419 YTEHUS YacTo TepseTcs
n3-3a BHeApeHUs. HanpumMep, Bbl MOXETe NpoYMTaTh pa3Mepbl BCTPOEHHOIr0 n30bpaxkeHus,
LEeNCTBNS BCTPOEHHOr0 CKPUNTA MM AOCTYNHOCTb BCTPOEHHOr0 pecypca . BOT HECKO/IbKO NpuMepoB
pPecypcoB, KOTOpble MOryT ObITb BCTPOEHbI M3 Pa3HbIX UCTOYHUKOB:

JavaScript ¢ <script src=«...»></script>. MoapobHOCTN CUHTAKCUYECKMX OINOOK AOCTYMHbLI TONLKO
LN19 cueHapueB TOro e npoucxoxaeHus. CSS npumensetcs ¢ <link rel=«stylesheet» href=«...»>.
/3-3a cMArYeHHbIX NpaBua cnHTakcuca CSS ons CSS ¢ nepekpecTHbIM NpoucxoxaeHmem Tpebyetcs
npasunbHbIN Content-Type3aronoBok. bpay3epbl 610KMPYIOT 3arpy3ky Tabnuusl CTUNER, eCnn 3T0
3arpy3ka 13 pa3HbIX UCTOYHUKOB, rae Tun MIME HeBepeH 1 pecypc He Ha4yMHaeTCs C 4onyCTUMON
KOHCTpYKumMmM CSS. N30bparkeHus, oTobpaxaemble <img>. CMU urpatoT <video>un <audio>.
BHeLLHWe pecypcbl, BCTPOEHHbIE B <object>n <embed>. LWpnTbl, NpuMeHeHHble ¢ nomoLbio @font-
face. HekoTopble Bpay3epbl 4ONYCKAKT UCMO/b30BaHNE LPUPTOB U3 pasHbIX UCTOYHMKOB, Apyrue
TpebytoT NCNob30BaHNA WPUGTOB OLHOMO U TOMO XXe NMPOUCXOXAeHNs. Bce, 4TO BCTPOEHO B
<iframe>. CanTbl MOryT ncnosab3oBaTb X-Frame-Options3aronoBok ans npegoTBpaLleHms ppenmos
13 pa3HbIX NCTOYHMKOB. Kak pa3pewwnTb AOCTYN U3 pa3HblX NCTOYHUKOB Mcnonb3ynte CORS , 4T0bbI
pa3pewwnTb AOCTYN U3 pa3HbiXx UCTO4HUKOB. CORS — 3T0 YyacTb HTTP , KOTOpas no3BosiseT cepepam
yKa3blBaTb Jilobble Apyrue xoCThl, C KOTOPbIX Opay3ep A0/KEH pa3peLlaTh 3arpy3Ky KOHTeHTa.

Kak 3a610KnpoBaTh AOCTYN U3 pa3HbIX MCTOYHMKOB YTOObLI NpeaoTBpaTUTb 3anncb U3 pa3HbIX
NCTOYHNKOB, MPOBEPbTE HEeYraAaHHbIN TOKEH B 3aMpoCce, U3BECTHbIN KaK TOKEH MeXCanTOoBOW
nopaenku 3anpoca (CSRF) . Bbl LOJKHbI 3anNpeTuTb YTEHUEe CTPaHUL N3 NepekpeCcTHOro NCTOYHMKA,
KOTOpbIM TpebyeTcs 3TOT ToKeH. YTobbl NpeaoTBPaTUTL YTEHNE pecypca 13 NepekpecTHOro
NCTOYHUKA, ybeamnTech, YTO OH He ABNAeTCS BCTpanBaeMbiM. YacTo bbiBaeT Heobxoanmo
npenoTBPaTUTb BHEAPEHME, NOCKOJIbKY NPU BHEAPEHUN pecypca BCerga NpoucxoanT yTeyka
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HEeKOTOpoOn nHgopMauuy 0 HeM. YTobbl NPefoTBPaTUTL BCTPaMBaHWE U3 pa3HblX MCTOYHUKOB,
ybeanTech, 4TO Ball pecypc He MOXeT ObiTb MHTEPNPeTUPOBaH Kak OAWNH U3 BCTpanBaeMbIX
(hopmMaToB, NepevncsieHHbIX Bbllwe. bpay3epbl MOryT He y4uTbiBaTh Content-Type3aroioBok.
Hanpumep, ecnm Bbl ykaxeTe <script>Ter Ha HTML-gokymeHT, bpay3ep nonbiTaeTcs
npoaHanm3uposaTb HTML Kak JavaScript. Eciiv Balw pecypc He fiBNsSieTCA TOYKOM BXOJa Ha Ball CauT,
Bbl TaKXXe MOXeTe 1Cnosib3oBaTb TOKeH CSRF ons npepoTepalleHunsa sHegpeHus. [loctyn K API
CLeHapueB 13 pa3HblX MCTOoYHUKOB APl JavaScript iframe.contentWindow, Takme kak window.parent,
window.open, 1 window.openerno3BosifioT LOKYMEHTaM HanpsaMyto CCbllaTbCa APYr Ha Apyra. Korpa
[lBa LOKYMEHTa UMEeIOT pa3Hoe NPOUCXOXLEHME, 3TN CChiNKK 0becneymBaloT 04eHb OrpaHNYEHHbIN
poctyn Kk obbekTam Windowwm Location, kak onucaHo B ciefyoLmnx AByX pa3fenax.

INa CBSA3M MexXAy OOKYMEHTaMM U3 pa3HbIX UCTOYHMKOB MCMNONb3ynTe window.postMessage.
Cneundukaums: HTML Living Standard § O6bekTbl NepekpecTHOro NPONCXoXXaeHuns .
OKHO Pa3pelleH cnegytowmi OCTyn N3 pasHbIX MCTOYHUKOB K 3TumM WindowcBoncTBam:

MeToabl window.blur window.close window.focus window.postMessage ATpubyTbl window.closed
Tonbko 4TeHune. window.frames Tonbko YTeHne. window.length Tonbko 4YTeHue. window.location
Yutan nuwn. window.opener Tosibko YTeHue. window.parent Tosibko YyTeHue. window.self Tonbko
yTeHume. window.top Tosibko YTeHme. window.window Tonbko YTeHue. HekoTopsle bpay3epbl
pa3peLarnT 4oCTYn K 60/blUeMY KOJIMYeCTBY CBOMCTB, YEM YKa3aHo BblLLe.

PacnonoxeHue PaspelleH cnefyowmn 4ocTyn K LocationcBONCTBaM M3 pa3HbIX UCTOYHUKOB:

MeTogbl location.replace ATpubyThl location.href Tonbko 3anunce. HekoTopsle bpay3epbl pa3peLuatoT
[0CTYyN K 60/blIEMY KONMYECTBY CBOMCTB, YEM YKa3aHO BbILLE.

[OCTYyN K XpaHUANLLY OaHHbIX U3 pa3HbIX UCTOMHUKOB [lOCTYN K AaHHbIM, XpaHsAwmMcs B bpaysepe,
TakuM Kak Beb-xpaHunuile n IndexedDB , pa3fneneH no UCTOYHUKY. KaXKabl MICTOYHUK NONyYaeT
CBOe COBCTBEHHOE 0TAesIbHOe XpaHuauLe, 1 Javascript B 0lHOM UCTOYHUKE HE MOXXET YNTaTb UK
3anuncblBaTb B XpaHWWLLE, NpYHaA exallee ApYyroMy UCTOYHUKY.

®ainnbl cookie MCNOMb3YIOT OTAENbHOE onpefesieHne nponcxoxaeHus. CTpaHvLa MoxXeT YCTaHOBUTb
thann cookie nns ceoero cobCTBEHHOro AOMeHa nan Nboro poanTeNbCKOro AOMeHa, ecn
POANTENIbCKMIA fOMEH He ABAsSeTCA 00wWenoCcTynHbIM cyddukcom. Firefox n Chrome ncnonbsytoT
CNMcokK obLwenocTynHbIX CypdPUKCoB , 4ToObI OnpeaennTb, ABASETCA N LOMEH 06Le0CTYNHbIM
cyhdumkcom. Korpa Bbl ycTaHaBAMBaeTe pain cookie, Bbl MOXXETE OrpaHNYUTb ero OCTYMHOCTb C
nomoLubto pnaros Domain, Path, Securen HttpOnly. Korpa Bbl YnTaeTe hann cookie, Bbl He MOXeTe
BUAETH, rae oH 6bln ycTaHoBMEH. [laxe ecav Bbl UCMOSIb3yeTe TObKO 6e30nacHble CoeAUHEHNS
https, ntobon ann cookie, KOTOPLIA Bbl BUANTE, MOr BbITb YCTAHOBJMIEH C NCMOJIb30BaHNEM
Hebe30nacHOro coefuHeHus.
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